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Program CIMPA School on Number Theory and

Cryptography

1 Kalyan Chakraborty (Harish Chandra Research Institute) :
Introduction to Basic Cryptography

2 Roberto Ferretti (Roma Tre) : Selected Numerical Methods

3 Corrado Falcolini (Roma Tre) : Wolfram Mathematica Laboratory

4 Francesco Pappalardi (Roma Tre): Algorithmic Number Theory

5 Michel Waldschmidt (Paris) : Finite Fields

6 Pierre Arnoux (Luminy) : Primality Testing and Factoring Algorithms

7 Shigeru Kanemitsu (Fukuoka) : The Riemann Zeta Function

8 Christian Mauduit (Luminy) : Random Sequences and Cryptography

9 Jorge Jimenez Urroz (Universitat Politecnica de Catalunya) : Elliptic
Curves in Cryptography

10 Kanhaiya Jha (KU, Nepal) : Division Algorithm and Fixed Point
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Opáčko z algebry
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prvoč́ıslo
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aditivńı grupa (Z/mZ,+)
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Modulárńı aritmetika

Rychlost operaćı v okruhu Z/mZ

jednoduše sofistikovaně

sč́ıtáńı O(logm)

násobeńı O(log2m) O(log1+εm)

mocněńı na n O(log n log2m) O(log n log1+εm)

NSD lze též spoč́ıtat relativně rychle
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Modulárńı aritmetika

Rychlost operaćı v okruhu Z/mZ
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Diffie-Hellman key exchange a DLOG

p prvoč́ıslo, g generátor (Z/pZ)∗, a, b ∈ (Z/pZ)∗

nepř́ıtel nemá a a b a poťreboval vy̌rešit diskrétńı logaritmus
(na stejném principu je např́ıklad založen i ElGamal signature scheme)
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Testováńı prvoč́ıselnosti a faktorizace

1 Primality problem: Rozhodni, zda je dané n ∈ N prvoč́ıslo.

2 Factoring problem: Najdi prvoč́ıselný rozklad daného n ∈ N.

po stalet́ı jen teoretický význam
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2 Factoring problem: Najdi prvoč́ıselný rozklad daného n ∈ N.
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(ČVUT FJFI) Nepál 23. listopadu 2010 7 / 28
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Algoritmus RSA - Rivest, Shamir, Adleman 1978

Definice: ϕ(n) = počet č́ısel ∈ {1, 2, . . . , n − 1} nesoudělných s n

POZN.: ϕ(p · q) = (p − 1)(q − 1) pro p, q ∈ P
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Bob generuje velká p, q ∈ P, n := pq ... modul RSA
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(ČVUT FJFI) Nepál 23. listopadu 2010 8 / 28



Algoritmus RSA - Rivest, Shamir, Adleman 1978
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Bob spočte cd mod n
cd mod n ≡ (me)d mod n

≡ med mod n

≡ mϕ(n)k+1 mod n

≡ m · (mϕ(n))k mod n

= m
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Pravděpodobnostńı test

Pravděpodobnostńı test

1 Primality Testing

2 Factorization
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(ČVUT FJFI) Nepál 23. listopadu 2010 11 / 28
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Rabin-Miller̊uv test
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n liché prvoč́ıslo a n − 1 = 2kt
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0 ≡ (an−1 − 1) mod n ≡ (a2k t − 1) mod n
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závorek
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Algoritmus Rabin-Millerova testu

testujeme, zda n je prvoč́ıslo
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Algoritmus Rabin-Millerova testu

testujeme, zda n je prvoč́ıslo
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(ČVUT FJFI) Nepál 23. listopadu 2010 12 / 28
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at
i mod n 6≡ ±1,

at2j
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Pravděpodobnostńı test

Př́ıklad: Rabin-Miller̊uv test

testujeme, zda 49 je prvoč́ıslo

rozlož́ıme 49 − 1 = 24 · 3 = 2k t
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(ČVUT FJFI) Nepál 23. listopadu 2010 13 / 28
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2002 - PRIMES is in P

Manindra Agrawal, Neeraj Kayal, Nitin Saxena from the Indian
Institute of Technology Kanpur
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pro málo hodnot a rozhodne o tom, zda n ∈ P
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(ČVUT FJFI) Nepál 23. listopadu 2010 19 / 28



Deterministický test
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nejdeľśı část́ı je ově̌reńı, zda (x − a)n ≡ xn − amod (x r − 1), n pro
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√
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Birthday paradox (23 přátel na tahu má 50% šanci, že 2 z nich maj́ı
narozeniny ve stejný den)

Věta

Necht’ λ > 0 a ℓ = 1 + [
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Věta
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kratš́ı periodu!

Floyd’s cycle trick
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zlepšovák: porovnej xk pouze s x2i , kde 2i < k s i maximálńım
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zlepšovák: porovnej xk pouze s x2i , kde 2i < k s i maximálńım
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spočti NSD(xk − xi , n) pro všechna i < j ⇒ náročné!
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faktorizujeme n, f (x) := x2 + 1, náhodné x0 ∈ {1, . . . , n − 1}
spočteme xk+1 = f (xk)mod n
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Faktorizace

Př́ıklad: Pollard ρ metoda

Př́ıklad

n = 4171, x0 = 2, f (x) = x2 + 1

x1 = 5, x2 = 26, NSD(26 − 5, 4171) = 1

x3 = 677, NSD(677 − 26, 4171) = 1

x4 = 3691, NSD(3691 − 26, 4171) = 1

x5 = 996, NSD(996 − 3691, 4171) = 1

x6 = 3490, NSD(3490 − 3691, 4171) = 1

x7 = 781, NSD(781 − 3691, 4171) = 97

Poznámka: x8 = 996 = x5
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